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JamgunsaldesiuiaTadis (Next Generation Firewall) gUnsainsza1un15vinau (Load

Balancer) uazwenswisusziliunaznsiaeudodwineluadety lnelisuasdansai

4.1 gunsaidesriuiaTodng (Next Generation Firewall) $1uau 2 9 Snadnuazetisioedil
41.1 Lﬁuqﬂﬂiﬁﬂ Firewall vila Next Generation Firewall wuu Appliance

112 feudeuseszuuaiotis (Network Interface) Gigabit Ethernet (RJ-45) $117y
litfosndn 8 489 wuu Gigabit Fiber (SFP) fisasunisiinde SFP Transceivers
Tnulidesnia 8 9oe uaswuu 10-Gigabit Fiber (SFP+) ﬁsaa%’umiaﬂﬁa SFP+
Transceivers 31unuliitioenin 2 goe Tnganunsanivuansinaulmdu LAN,

WAN %58 DMZ lelaedase uazgannsafmualmniureadeusedmiuyih HA 16
413 dvhednfiudeya muglidosndn 480 GB
4.1.4 i Firewall Throughput laitfesndn 25 Gbps

4.15  awnsasesfumsideuseviln TCP wdeufu (TCP Concurrent Sessions) lalaidos
77 2,000,000 Sessions

4.1.6  fimmiilunisnsadu (IPS Throughput) luitfesndn 4 Gbps

417 aunsavhnsdensie IPsec VPN deanundalitosndt 10 Gbps

418  awnsnvimsidenles SSL VPN anue3es Client laitfesnin 400 Users Tnglaid
Aldge R

4.1.9  awnsavimsinnsgunsalulusunsy Web Browser uaz CLI iidusgraios



4.1.10

4.1.11

4.1.12

4.1.13

4.1.14

4.1.15

4.1.16

4.1.17

4.1.18

4.1.19

4.1.20

4.2 gunsninsga18M3viau (Load Balancer) $1uiu 1 9n Snaidnunzetistiossail

4.2.1

4.2.2

4.2.3

4.24

4.2.5

4.2.6

a1150a313 Firewall Policies waunauiusening IP Address, User, NAT,

Security Profile ne1# Firewall Policies Tudeineniuls

annsanTadunaslesiu Virus filhusniuluslaaea HTTP, IMAP, SMTP, POP3
waz FTP 161 |

a3 lgNUNINNINITFIY IPV6 16t

5893UMINTIAERUE LU (User Authenticator) iU Local User, LDAP way

Radius $289813150¥1191UlkUY Single Sign-On fiu g1udeyadldnuuy Active

Directory (AD) uag Radius @

AUNTOLUITEAUVRIRUATEUY (Administrator Profile) lewaneszau
anunsndstoya Log File wuu Syslog latlustuios
A11130MMURYNIET Update Signature Tvsild
5995UNMFYINUENYE Virtual Domains 16
gunInifalasun135usesan ICSA Labs

#1 Power Supply WU Redundant %38 Hot Swap 31W7u 2 e
fulseiugunsniuagnsewinse firmware Wunanliddeandn 2 ¥

[

\Dugunsal (Hardware Appliance) fleanuuuaniiieldnsyanenisyhaurisd sy
LATBIABNNILABSIUYY (Server Load Balance) wazd1nsuseuulasovy (Link

Load Balance) vugunsaiideaiu

i1 Throughput gegn Tuseau L4 Titfesndn 5 Gbps uaglusyéu L7 luitfesndn 4
Gbps

sossunswensslusyau L7 alddeania 40,000 CPS
imhedaifivdoyariin Solid State Drive wazfimnuglaitfosndn 120 GB

Teadeusosyuuipietis (Network Interface) Gigabit Ethernet (GE) wuu RJ45

uulditiaenin 4 Y¥e9 wazwuu SFP lutiesnin 4 Yeq

@w15avi1 Link Load Balancing lavisuu Inbound wag Outbound



4.2.7 @3 Server Load Balance 16ivisiiuu Layer 4 uay Layer 7 wagsaasunis
Application Load Balancing sewwatim Round Robin, Weighted Round Robin,

Least Connections uag Shortest Response I Juseeiloy
4.2.8  5895UNTYINMULUY Global Server Load Balance ¢
429 @u1savin SSL Offloading way Authentication Offloading e

4.2.10 sesdumsiansia SSL (2K keys) l8laitiondn 1,200 CPS/TPS waeil Compression
Throughput Litfesnin 1 Gbps

4.2.11 509§unI3vh Persistent fasipluiildifuegeiios Persistent IP, hash header,
persistent cookie, hash cookie, destination IP hash, URI hash, full URI hash,

host hash Way host domain hash

4.2.12 @wnsavin HTTP uag TCP Optimization lelag Off-loading TCP, Connection
pooling and multiplexing, TCP buffering ¢

4.2.13 fipuaudisuauvaeadelifuwenndiaduedailes faroluil

1) Stateful Firewall

2) IPv4 and 6 Firewall Rules

3) Policy-based Connection Limiting

4) DoS Prevention wuu Syn Cookie Protection
5) DNS Security

4214 5835UN5IEBARARILUY One arm-mode, Router mode, Transparent mode 61
4.2.15 dnnuand® Web Application Firewall agatfoasissaluil

1 annsonsiadounislandluguuy BOT 16 (BOT Detection) uazanunsa
fuds (Deny) mstaudisiananld wieuirmunssasnansudsld (Block
Period) 1§ -

2) @N5RTIREeUYedlnd Web Application 16 (Web Vulnerability Scanner)
Tnganunsaidenguuuy Signature MAlun5nTI9E0Y WU mime, context,
apps, messages, files lailusenaioy

3) fusnseuanuUasndie (Security Services) @S WAF @ SQLI/XSS
Injection Detection, OpenAPI Validation, Web Scraping, CSRF Protection,
Brute Force Protection, Web Defacement Protection, Data Leak
Prevention(DLP), File Restriction, Cookie Security, XML/JSON/SOAP

Validation, HTTP Header Security l&tfusenatio

a



4.2.16

4.2.17

4.2.18

4.2.19

4.2.20

fighudoya IP Mlivaseds (IP Reputation Database) wazannsasunssmanfiy

udeyadvemdndusladnludfnuaiaaanls

finauaut® Antivirus uag Cloud Sandboxing UusgUnsalles ieAuawnsaly

MIATITEABU known Uag unknown threats TulWauuu (File Attachment) 16
seasumsiudnuee Virtual Domains 16
anunsaudmsdanisgunsaliulusunsy Web Browser wag CLI dilusgrsiloy

Sudseriugunsaiaznisdwinse firmware Wunailidesndt 2 ¥

4.3 govidwissiliulazasaaeutedwiniglundedis $1uiu 1 ga Snadnvazetsisy

v
v
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4.3.1

4.3.2

433

434

4.3.5

4.3.6

4.3.7

438

439

4.3.10

4.3.11

4.3.12

(3 o P o v o a = 3 4
Jumonsd WISNoBNLUTIN WaviutnneTvasulazUssiliaanud s nyealmn

(Vulnerability) Ingiang

f95995uNsATIanYadlmlussuulanuuluddadununneasled (P
Address)

AUNTOUSMISIANNSIAHIL Web Based GUI wuu HTTPS

3895UN1595I9@0Y (Scan) levannuansy 1w wuu Non-credentialed %58

Credentialed lotdusenatiny
aunsansIvga Ut wmInglussuULAIaUeNIU IPVE %50 IPv6 1@

annsavimsnsiedeuedlnivesgunsnlinsevisldvainuanede wu Cisco,

Juniper, HP, F5 wag SonicWall I

anunsavhmsnsaaeuteslnivesssuug udeyald 1y Oracle w3 SQL Server
739 MysQL 1a

anunsansRaeuYadlivesssuulfiRnisrenfimes wu Windows, MacOS uag

Linux 16
AU150YNATHUIAINTS Scan a1avinle

il Templates dw3uvinn1sms19aeu Compliance wag Configuration agntio
400 Templates

#11150v1N5a39 Policy tielddmSunsnsiaaeudedivimesaaald

lig1uteyavevedlnd (Plugin) latfeundn 160,000 Plugins



4.3.13 figrudoyavesdeslnifiaseunquunsgiu CVE liffesndn 64,000 CVE IDs
4.3.14 @ansadwangruteyaveredn (Plugin) talaadmnlui@

4.3.15 583¥un1s Scan Tunsmvedmilagdadwnasgiusuniulasnse 1w SCAP
w3 CIS w30 PCl 1gl

43.16 @UTNIRANUANNTULTIVBIFRININNLNTFIU CVSS 19
43.17 @nunsaeeniienuluguiuy POF vise HTML 3o CSV formats 16
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